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text to stoift it to either end of n%xt immediate message «^oa reoei|t «f 
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indicates eeatrol. 
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fixed text to eitbter ead of aezt message is tbe word ( ^ee.arB )• ^ 
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TOP SECRET 

SECURITV iNFORi^TlOH 

name CARTHAGE 10 20 March 1952 



1. Radio Procedural Control '^ignal 

On the first contact made, Field will Indicate that he 
is safe in the following manner: 

• A. Field will send QTR TmT. 

(Request for correct time, GMT) 

B. Bas© will acknowledge by sending correct time. 

2. Radio Procedural Danger Signal 

While Field is In contact with Base, he will indicate 
that danger is approaching and must immediately close down 
station, thus alerting Base to suspect subsequent contacts: 

A. Field sends QSP, three times if conditions permit, 
and closes station. 

3. Cryptographic Control 

During encipherment of messages. Field will use triple 
message indicator instead of double, to indicate he is safe. 
Appearance of double message indicator in at least 2 con- 
secutive messages indicates control, 

4. Cryptographic Control 

Constant digit assigned will be #8 . 

A. Use as confirmation digit to indicate no control, 

B. Field’s use of any number, except his assigned 
confirmation digit #8 Indicates control. 

C. Base will use any digit but #8 as his confirmation 
digit, unless he wishes to challenge Field. 

D. Base challenges Field by using confirmation digit 
#8 in his outgoing message. 

E. On next contact. Field will reply with any number 
but his confirmation digit #8 to indicate no control. 
Appearance of this #8 in the Field's reply will indicate 
possible control, 

P. Once Base has challenged Field, he will resume 
use of random confirmation digit. 
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4. (Cont,) 

G. Once Plelfl, who is not under control, has been 
challenged by Base, and has replied, he will resume 
use of ccnfirmation digit #8 in subsequent messages* 

5. Give Away - Cryptographic 

Radio Operator will indicate his danger d. 0ial is the 
use of confirmation digit #8, as explained in Para 4. 
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i. Fixed Text ; ASBODyMAMIC/aAETHASl 12 . * , 

a. It will start aaad ead the first Bies4<ed, Exfu^le; ** Za6a we s3?e f I jw 

:Sa6a "* Any deTlatlpn from this, eg. patting flipd text at paly eae end ef 

the first message or complete osmission isdioates control. ^ 

b. It will be used once in the body of the second message and contiaoe 
to remain there in suhse(|aent messages until agent is notified by challenge 

text to shift it to either ead of next jjamediate message upon receipt of i 

challenge-. l^aBg>le; **Hade contact Ha6a with hosne.'** Any derlatien or 
ommissicm indicates control. 

c. Case Officer challenge text to field requesting age^ to shift his 

fixed text to either end of next message is the word )r 

As s»ntlohed in aboTe, the agent's fixed text will remain in the saOBS 
poedition u^ll challenged to shift is reeelTed by agent, the shifting to be 
either ^em the body of message to either ezxd aid rice ref sa. If in answer 
to ehallei^ field dees net dhift position of fixed text or omits it sstfrsiy, 
eontrel Is indicated. 

d. In the byent the fixed text^ hag been gi^en ep ay^ and the agent -is 

zwqaired tp inelcde it in his first mc«S(Kgs dixec^^ «ns» 

officer te belleTe that all Is woU, the toolt^ion, ^ the fissd text at 
both ends ©f the second, thirci>,eto. messeges hill ‘Abdicate cOatrolii tiimit is, 
if the agcttt tells ' the cehtrOllar he is to Include the- f txea^ tn^ 

of each meesage to indicate no control. In the ewcoit 'eaT^ett*nr 

in the use of the fixed text and therefore Ihstruets the agent to 
text entirely, eentrol will be indicated by the ommission of ths 

8. If conTeniest and the oocasion arises, the agent wy'-g-twe 
fixed -text ■ -.and ri|^.’- on -the cryptograpM,c' control ladi.eater' -to ' -itow'’'c©*^hisoi^ 
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TOP SECRET 

SiCURlTY lNFORMA■^Or^l • 

NAM E CARTHAgE 12 20 March 1952 

1. Radio Procedural Control Signal 

On first contact made with Base Station, the Field will 
indicate that he is safe in the following manner: 

A. Field will use QSA instead of qRK, to give Base 
Signal report. On following contacts qRK will he usedo 

2« Radio Procedural Control Signal 

Field will never use the following numbers, 21 through 
30, as external radio message numbers. Their appearance 
Indicates control. 

3. Radio Procedural Danger Signal 

While Field is in contact with Base, he will indicate 
that danger is approaching and must immediately close down 
station, thus alerting Base to suspect subsequent contacts: 

A. Field sends QTC, three times if conditions permit, 
and closes station. 

4. Cryptographic Control Signal 

A. Confirmation digit will consist of a consecutive 
series of digits. Its use by Field will Indicate no 
control. 

B. Field’s use of a constant digit will indicate control© 
Also use of confirmation digit as explained in document, 
indicates control, 

5. Cryptographic Give Away 

A. If under control. Field will give information that 
he is to use a constant digit to indicate no control* 

Its appearance therefore, will indicate control. 
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1. Fixed Text*. JSERODTHAMIC/CAETBASB 13 

a. It mil start 'aad end tlie first message. liraai>le; " "we are 

fine K#:^OBa •’* ^ doTiatien from this, eg. fi^ced text at only one 

end of t'^e first aess>S® ^ ccn^>lete ojnmisslen indicates control. 

hi It will be used once in tbe body of the second message and eontlmw 
to remain there in snbseqnent messages until agent Is notified by ehallshge text 
to ^d.ft It to eltlisr end of asset message apon receipt of ohalleBge.. Sxa^le: 
"Cannot come Ks|^eBa west now." Any deT]s.tlon or ommlssloa ladlCates eontrel. 

e. Case officer challenge text to field requesting agent shift Ms 
fixed text to eiher end of next message is the word ( )• 

As mentioned in *b" ahore, the agent* s fixed text will femain in the same 
position ^tll challenged to shift Is reeelTed by agent j the shif tliag to ha 
either fren the body of zaessage to either end and Tice Tersa. If in answer to 
chaUeage field does not shift position of fixed text or omits it «xti^ly, 
control is Isdieated. 

d. In the event the fixed text has been given awaor and the agsM is 
required to Include It in Ms first message as Mraeted, leading the cpsw' 
of fleer to believe that all Is well, the Ineloston of the fixed text M both 
ends of the isecend, third, etc. messages will indicate control, that is, if 
agents tells the controller he is to Include the fixed text at both ends of 
each message to Indicate no control. In the event controller suspects a 
variation in the use of the fixed text and therefore Instruots the ag« 3 t 

to omit the fixed text entirely, control will be indicated by the sommissl^L 
of the fixed text. " S' 4 , 

e. If convenient and the occasion arises, the agent maj^ give away this 
fixed tKCt and roly on the use of the ..cryptographic control'', indicator to Miow 
controii. 
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1. Radio Procedural Control Signal 

On the first contact made. Field will indicate that he 
is safe in the following manner: 

A. The external message number should be the date in 
which the contact is being made, 

2, Radio Procedural Danger Signal 

While Field is in contact with Base, he will indicate 
that danger is approaching and must immediately close down 
station, thus alerting Base to suspect subsequent contacts: 

A. Field sends QSL, three times if conditions permit, 
and closes station, 

3. Cryptographic Control 

During encipherment of messages. Field will always use 
the word SECRET buried In his message and separated by periods, 
unless under control. If it is not used it will indicate con- 
trol. Base enciphers messages normally, 

4, Cryptographic Control 

Constant digit assigned will be #9 . 

A. Use as confirmation digit to indicate no control. 

B. Field's use of any number, except his assigned 
confirmation digit #9 indicates control, 

C. Base will use any digit but #9 as his confirmation 
digit, unless he wishes to challenge Field. 

D. Base challenges Field by using confirmation digit 
#9 in his outgoing message, 

E. On next contact. Field will reply with any number 
but his confirmation digit ^9 to indicate no control. 
Appearance of this #9 in the Field's reply will indicate 
possible control. 

F. Once Base has challenged Field, he will resume 
use of random confirmation digit. 



(Cont . ) 
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G. One© Field, who is not under control, has been 
challenged by Base, and has replied, he will real me 
use of confirnjation digit #9 in subsequent messages. 

5. Give Away - Cryptographic 

Radio Operator will indicate his danger signal is the 
use of confirmation digit #9, as explained in Para 4. 







